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Tectonic Shift to
System-Oriented Test

- Be Ready or Be Left Behind

Harry H. Chen, IC Testing Scientist
Computing & Al Technology Group
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World’s 4th largest fabless IC desigh company™ ™.
2020 revenue = 10.9 billion (USD)
~1.5 billion chips shipped annually

17,000+ employees across 35 cities globally

* Source: TrendForce research report - Global Top 10 IC Design Companies in 2020, March 2021
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cross-platform, global market leadership

revenue ratio*: 57% 14% 7%

Power

Smart Home IC

Smart TV & Optical Drive & M Power
Digital TV BD Player anagement

Mobile Phone

Feature Arm-based Android Voice Assistant
Phone Chromebook Tablet Device

Connectivity,
Broadband & ASIC
Networking

Smartphone

#1 #1 #1 # growing

Source (ranking by 2020 market share): Strategy Analytics, Gartner, IDC, IC Insight, iSuppli and MediaTek company data.
* based on 2021 Q2 revenue ratio

2021 Copyright © MediaTek Inc. All rights reserved.
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Pervasive proliferation of electronics-based system-products

User by user beamformin g 8x8 Antenna Array
64 Antenna
Connec tions

Massive MIMO
System

Single adaptive celli‘”‘\:\_
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][ comeamness ) Visualization | Datannalysis |

[ Applications l [ Co-Design ]
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E Hinitimea : J Libraries/Frameworks k %
g ( System Software, Resource ] ( -

Scheduing, Monitoring, ahd Memory and Data Management, |

L Control Burst buffer 10 and File System

[ Node O Low-Level Runtimes || L

Software-Hardware Stack

Energy-efficient computing
Communications: 5G/Wi-Fi/GPS/BT

Custom accelerator engines ., pkG/Design/sw

Co-optimization

LZTET

Complex systems enabled by semiconductor advances

CoWos 3.0

Al/ML Algorithms
Domain-specific architectures
Multi-core OS & compilation

3DIC / Adv. Packaging

Nanowire

Advanced
Si Technology

Tomomow's SoC design i w
) la
o

i
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U Reliability
O Safety
O Security

Full-stack co-design

Device Package System

Device Package System
Database Database Database

Device Design Package Design SystemDesign
Fow Flow Flow

Multi-physics models: Optical, Electrical, Thermal, Mechanical, etc

Multi-scale simulation: Co-simulation for performance & reliability

Processes/Metrology

Co-Design: Design workflow, data transfer, Global Optimization,
Variability, Physical Design, DfX (Manufacture, Reliability, Test, etc.)

Source: https://eps.ieee.org/images/files/HIR_2019/HIR1_ch14_sim.pdf

Moving towards system-oriented design, verification, and test

Requirements beyond performance, power, cost ...

Digital twin verification

Instrumentation

Complex “
Scenarios

— Instrumentation
|
Data

Source: Siemens PAVE360
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OTA Chamber
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Reference
H antenna

| 5G mmWave FR2

path losses
directional beams
MIMO antennas

/ system -level test \

Rap|d gr‘owth Of SLT Source: VLS| Research

Likely to pull existing cost structure out of shape

Compound Annual Growth
Rate 2020 to 2025 14.4% - System Level Test

/4.3% - Wafer Sort
3.7% - Burn-In Test
\3.0% - Package Test

2020 2025

Novel 5G private live network for OTA testing

U MediaTek + Far EasTone + Ericsson collaboration

U shorten time-to-market by testing in realistic environment
U accelerate volume production of FR2 chips

https://www.fiercewireless.com/private-wireless/private-network-gives-mediatek-s-5g-modem-edge
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SoC built in advanced process nodes

* Higher transistor count and density

* Local power density increase = thermal hot spots

* Voltage and thermal stress = short-term aging effects
* Lower operating voltage = reduced noise margin

* Larger variations = sign-off complexity

SiP built with advanced packaging

* Heterogeneous integration of different die types
* Mechanical and thermal considerations

* Known-good and matched dies

* Defects in interconnects and bonds

* Repair/replace to reduce scrap cost

System and application complexity

* More ultra-low voltage operation

* Application scenario-dependent SW-HW interactions

* Stress scenarios trigger abnormal electrical and thermal deviations
* Long error detection latency (billions of clock cycles)

Difficult system failures

Marginal, transitory

Low DPPM (rare)

Structural test escapes
Require long SLT

Reliability after T,

Hard to diagnose root cause
No-trouble-found (NTF)
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arXiv:2102.11245v1 [cs.AR] 22 Feb 2021.

Shuffle and merge

1. Compute file size

i
for decompression | . Decompress file size
i
i

calculation

—
Scala math.pow()
—

Y

Spark pre-shuffle
data store
(compressed)

: Defective :
':{>: CPU :I\l/;

H. D. Dixit et al. (FB), “Silent Data Corruptions at Scale,”

4, Write file to
database if size = 0

3. Result=0

User requested
info disappears

m

P. H. Hochschild et al. (Google), “Cores that don’t count,” HotQS, June, 2021.

Rising silent errors in Google data centers

5. Missing rows in DB

"| 3. Expected Result = 156.24

III

Due to “mercurial” cores

Triggered by minor software changes
Large blast radius — loss of filesystem
Decades of engineering time to root-cause

A. Ryan (Siemens), Silicon Lifecycle Management Workshop, October, 2021.

Cost of latency is very material

« Amazon - every 100ms latency causes a 1%
decrease in sales

* Bing - a two-second slowdown was found to
reduce revenue per user by 4.3%

« Shopzilla - reducing latency from seven seconds
to two seconds increased revenue by 7%

TestConX China Workshop

TestConX.org October 26-29, 2021
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Systemtests Detect

h

Root—causéf& fix Localize

Courtesy: Prof. Subhasish Mitra, EE & CS Department, Stanford University

TestConX China Workshop

TestConX.org

October 26-29, 2021

10



Keynote - Harry Chen

TestConX China 2021

Limitations of component structural test

Today’s products are holistic systems of HW & SW components

In the simple past

New notions of quality Does this thing work? Quality of user experience (QoUE)

v No lag in gaming action
v' Comfortably warm in my hands
v' Battery charge lasts a long time

Structural test for HW components lack system view to assess QoUE
* But “quality” of HW component does impact system QoUE

Integration of well-tested components still fail in the system
* Leads to no-trouble-found (NTF) phenomenon

SLT covers the “system view” gap missed by component structural test

Y maviatar 4 u
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4 Core MMC Box Plots at 4 VF Comners (F1 = 2.6 GHz)

* Post-silicon technique for

fine-grained profiling of ]
internal voltage sensitivities 4 (- | NN
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Internal power grid resonance
due to large shift-to-capture di/dt - power supply response
change in combination with scan :
clock phase shifting

CPU-1

Internal supply variation =

13.5%

CPU-2 e b Jﬁ N w : w"..,,1”J-f--*-ﬂ-~~'~~~-~"“m--- overkill in cores with droop
|

Il
il

30 at-=pesd clock s

escapes in cores with overshoot

P> CPU-3 I']é].h L

scan clock CPU-4 I

P. Pant and J. Zelman, “Understanding Power Supply Droop During At-Speed Scan Testing,” VTS 2009
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HW components passing structural test are not all perfectly healthy
Marginal components escape structural test screen Sructural, Strucral

Test Pass
inl SLT

Component health (— system QoUE)

Fine-grain post-silicon profiling of functional Vmin outliers

On top of systematic voltage sensitivity profile, Vmin outliers
show random local regions of abnormally high voltage sensitivity

Voltage sensitivity by CPU core Voltage sensitivity by flop regions (systematic)

N S

I
00 o4 08

0 50 100 150 200 250
Py 4-sigma Vmin sample _» = 2 Voltage sensitivity by flgp regions (4-sigma Vmin sample)
” Extreme outlier in core #3 3 ﬂ ﬁm ﬂﬂu\ ﬂ“
- Mercurial core? (Google) S ; ; o : T
1] 50 100 150 200 250

D. Appello, H. H. Chen, M. Sauer, |. Polian, P. Bernardi, and M. Sonza Reorda, “System-Level Test: State of the Art and Challenges,” IEEE 27t IOLTS, 2021.

Deep component data analytics is the link to system QoUE

Systematic design weakness + Marginal performance outliers

TestConX China Workshop TestConX.org October 26-29, 2021
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Test patterns derived from functional verification
Functional coverage oriented

No concept of and metric for fault coverage

Long test times — tens of minutes to hours
Equipment is relatively inexpensive

Volume throughput is the issue

How to create efficient and effective SLT patterns?
How to optimize WS — FT — SLT flow?
How can SLT failure diagnosis help yield learning?

SLT failure rate of 500 DPPM => 99.95% of incoming chips can skip SLT!

TestConX China Workshop TestConX.org

October 26-29, 2021
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Quick Error Detection (QED) Stanford

University

Test Error | |ong error detection latency (EDL) Error Insert special QED check blocks
execution occurred detected in original test program to reduce EDL

J y

Original test QED test
. % Inst_mgx INSTRUCTION_| , _ _ ) INSTRUCTION
Timeline Inst_min Blocko 3 k4 Bug activated!mp J0%  srocko

\—'—j lNS;f;Ci[ |10N Short error % QED BLOCK 0
_ ' . detection latency INSTRUCTION
Desired < 1,000 cycles _— BLOCK 1
. QED BLOCK 1
Reality Billion cycles | INSTRUCTION INSTRUCTION
BLOCK N Long error BLOCK 2
End result detecti lat QED BLOCK 2
ik etection latency

Localization

Courtesy: Prof. Subhasish Mitra, EE & CS Department, Stanford University

Expect to see QED-based commercial tools within the next 1~2 years
¢ Pre-silicon verification

¢ Post-silicon debug & diagnosis

¢ Optimized SLT pattern generation
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Courtesy: proteanTecs
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Hot trend:

Cloud Based Predictive Analytics

Component Suppliers EMS Partner
component

Data test data

gateway)
Prediction
Test data

—_—
Big data Adaptive
rediction
C Process
and test

Unique Dieid
‘W), traceability

Fab process
data

— %
SLTtest
Board Build
Functional System

% Diagnostic =sp Traffic = Parametric
fest test

DESIGN REALIZE

Design for
Function

Primary
purpose

Augment for
Deployment

Debug Test.

Feedback continuous improvement

Lifecycle resilience and optimization
GO
Structural monitoring (Test Solutions) — defects and degradations

Functional monitoring (Embedded Analytics) — bugs, attarks, and use case

I Feedforward predictive insights

Source: Zoe Conroy (Cisco), EDPS 2017

https://www.ieee-edps.com/archives/2017/c/0800conroy.pdf

Variabllity Analysis
Early Production Visibility
Agent Insertion

Faster NPI, TTV

UTILIZE

Monitors and sensors
intelligently embedded
throughout the chip

Source:
Siemens EDA

Post-Pre Silicon Correlation
Fine Binning
Qutller Detection

—

Source: Synopsys

First ever SLM Workshop
was held at ITC 2021

Performance Monitoring
Workload Analysis
Environmental Monitoring

Reliability Monltoring
Predictive Maintenance
Fault Detection

Lower DPPM Reduced Costs

Source: proteanTecs

stem
performance

Wt

OB z

- z

‘ f‘ Manufacturing|
D,

OPTIMIZE fond

[}
Rich data set feeds Ré&‘[f’“

analytics engines that
enable optimizations at
each lifecycle stage

TestConX China Workshop

TestConX.org

October 26-29, 2021

17



Keynote - Harry Chen

TestConX China 2021

K.-D. Hilliges, A. Zonta, M. Braun (Advantest)

Envisioned Flow of Software-Driven Functional Test

Forward Flow — systematic approach for predictable TTM and quality

Leverage pre-silicon content, methodology: Comprehensive Post-Silicon Validation
* PSS bare metal tests, EDA tools » Parametric validation: tests, test conditions, corners
* Full software stack, app’s, tools » |dentify effective tests for ATE + SLT + IFT
Post-Silicon Wafer Test Final Test  System Test In-Field-Test
Validation (PSV) . LT
Packaging 1 (o 22
EDA flo‘\!v (PSS) :
= > Emb. SW Debug S S
cadence by, ate Recell RSl $$$$ Field
LAUTERBAGH,{‘ . ; Returns
il ATE with functional access over PCle / USB
Backward Flow — once required due to excessive SLT yield-loss and field returns
Add test coverage as early as possible: Diagnose SLT and Field Returns:
» Targeted PSS Bare Metal Tests + Closed-chassis debug with rich set of emb. sensors
* (Stressed) structural test * Re-run comprehensive test set retained from PSV
18 ‘ ZIDVANTEST. All Rights Reserved - ADVANTEST CORPORATION
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K.-D. Hilliges, A. Zonta, M. Braun (Advantest)

Envisioned Flow of S unctional Test

Comprehensively identify AND
debug marginalities
=> automation, data analytics

10x Productivity in DV (vs.
manuel directed)
=> e.g. Cadence Perspec

Forward Flow — systematic a

Leverage pre-silicon content, metho
* PSS bare metal tests, EDA tools
* Full software stack, app’s, tools

M and quality

Post-Silicon Validation
» Parametric validation: tests, test conditions, corners
» |dentify effective tests for ATE + SLT + IFT

Select tests AND test conditions:
e.g. stress level (Vdd, - work-load)

Shift Left of SW Dev. —
_inclusive SW Debug Env
‘" 'e.g. Lauterbach Debugger JTest  System Test

Packaging g (PR

Post-Silicon
Validation (PSV)

10 Mamen UM s i

L (4
SRS e f A \X/
EDA flow (PSS) &
cadence EmP:SWDebug $Scrap $$Scrap $$$Scrap

in PSV / ATE $$$$ Field
aurensach/h\

ATE with functional PCle / USB Enable Throughput AND eturns
e Functional Operation / “SLT”

Backward Flow — once required due to excessive SLT yield-loss and field returns

Add test coverage as early as possible: Diagnose SLT and Field Returns:
» Targeted PSS Bare Metal Tests + Closed-chassis debug with rich set of emb. sensors
* (Stressed) structural test * Re-run comprehensive test set retained from PSV
19 ‘ ZIDVANTEST. All Rights Reserved - ADVANTEST CORPORATION
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{process, voltage, temperature, aging} sen

point based on sensor readings per millise

B.-J. Huang, et al, “An Octa-Core 2.8/2GHz Dual-Gear Sensor-Assisted
High-Speed and Power-Efficient CPU in 7nm FinFET 5G Smartphone SoC,”
Paper 25.1, ISSCC 2021.

Error-tolerant system design
Engineering Cybernetics, 1954
... a reliable system could be composed of
unreliable components, and the idea that
the overall performance of components
would be improved through the optimization
of the whole system, ...

Source: “The rise of systems engineering in China,”
American Assoc. for the Advancement of Science, 23 September 2016.

DVFS in 7nm mobile SoC 2.8 GHz CPU core A55 @ |[455 O | Lup Phase-locked loop (PLL)

DU P-sensor
Control UP firmware sets new target operating 0|40 | Vesor ||
T-sensor

Power management IC (PMIC) /

() : P/V/T/A-sensorset

SOrs A55 () | | ASS ()

cond —
a6 Ollas © A-sensor

i

____________________________

Qien Xuesen (Tsien Hsue-Shen, £k £%)
Father of Systems Engineering in China
Foundation of China’s aerospace program

Tsien, right, at the California Institute
of Technology

TestConX China Workshop TestConX.org October 26-29, 2021
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Wi

Test Engineers In Very Short Supply

20 - BY: SUSAN RAMBO

https://semiengineering.com/test-engineers-in-very-short-supply/ Requires multidisciplinary knOWIEdge
= v’ Testing and diagnosis methods

ammEs SEMICONDUCTOR ENGINEERING . .

=B W o5 s ron e o R v Design flow from system to devices

v’ Data analytics, use of ML/Al as tools
v’ Reliability, Safety, Security

I”

Test engineers — IC “medical” doctors

» DFX to make healthy IC & systems

> Run tests to probe health condition
» Diagnose IC illness to find correct fix

TestConX China Workshop

TestConX.org October 26-29, 2021
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Thank You AEGEY  1H1H]

everyday genius
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