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Disclaimer

Intel technologies’ features and benefits depend on system configuration and may require enabled
hardware, software or service activation. Performance varies depending on system configuration.
No computer system can be absolutely secure. Check with your system manufacturer or retailer
or learn more at www.intel.com.

Intel, the Intel logo are trademarks of Intel Corporation or its subsidiaries in the U.S. and/or other
countries.

*Other names and brands may be claimed as the property of others
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Agenda

Terminologies
— Closed versus Open-Chassis Debug

The Beginning
— Mobile phone driving MIPI® NIDnTSM
Scaling onto USB

Conclusions and Call to Action
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Terminologies

Debug Card
FHTEET
I

Open Cha NI, Closed Chassis (Form
Factor Design)

— |

Validation Platform

Wing Design
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The Beginning

* Mobile Phones
— Cost pressure
» Cannot afford additional I/F for debug

— Increased design constraints
 Accessibility/ Audio/ RF

« Started with SD Card Slot
— Ubiquitous mobile I/F

=

Motorola RAZR i
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MIPI NIDNnT SM a Conceptual View

« Narrow Interface for Debug and Test (NIDnT)
* NIDnT is temporary g3

taking over pins or
interfaces for debug @

« MIPI Specification Debug&Test

. Interface '

includes graceful ~ [ o

interface switching — , orver
Application | | Function

meth0d0|ogy Interface Driver

Connector
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The Beginning: Evolution

« MIPI Narrow Interface for Debug and Test

— From MIPI White Paper (2007) to Specification R |
(201 3) bt

micro
SD

Source: Wikipedia Secure Digita

— Added HDMI, USB Type-C™ Receptacle (2017) e
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USB Type-C
Flippable e N e

[owo] [rxae] [rxa-] [veug] [cca ] [ ] [(o- ] [seua] [vaus] [roe] [mxzs] [ano]
e
« USB D+/D-
[owo] [roxe] [rxa] [vaus] [seuz] [o- ] [Coe ] [cez] [vaus] foxz-] [mez+] [ono]
USB SS Tx/Rx mEmes s E s s s
Sideband Use (SBU)
Configuration Channel (CC)

VBus, GND
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Solution Space Overview

Closed-Chassis Debug
on USB Type-C

In-band Re-Timer

Equalizer De-Emphasis

USB Debug Class
Data Channel Clock Data Data Channel
Recovery

MIPI Glgablt Debug for AUX backchanme!) Protocol Aware il
usB

Connector

_ | Switching Mechanism:
USB-C Alternate Mode

Out-of-band

MIPINIDnT

Switching Mechanism:
USB-C Debug
Accessory Mode
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Standardizing Debug over USB Type-C™
Out-of-Band Solution

« MIPI® NIDnTSM > MIPL.ORG

— Reuse of receptacle for debug - Debug Alternate Mode in USB
Type-C
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NIDnT USB Type-C Overlay Modes

Min-Pin Min-Pin M2 Minpin Minpin M oo Minpin S MITER g g TS
Min-Pin +USB2 +USB2 Min-Pin +USB i cougT Debug + Debug+ . o'®
+ USB + USB + HS 3.1l 4 . Audio + Display USB 2+ Vendor Overlay Mode
+USB2 +USB +HS 31+HS Only 3] Tr 3.1 +HS Displ Display Disol 2 +HS USB 3.1 USB2+ Displ
3.1 Trace | ’ ace Trace Spay x4 Spay +Audio USB 3.1 Spay
Trace x2 x2 Trace x2

USB 3.1 HTI USB 3.1 USB 3.1 HTI USB 3.1 USB3.1 Display HS HTI USB 3.1 USB3.1 HS
Lane 0 Lane 1 Lane 0 Lane 0 Lane 1 Lane0 Lane0 Lane2 Debug Lane 1 Lane0 LaneO0 Debug Implementation-defined
TX ¢ TX TX ¢ TX TX TX TX ¢ TX TX TX

USB 3.1 HTI USB 3.1 USB 3.1 HTI USB 3.1 USB3.1 Display HS HTI USB 3.1 USB3.1 HS
Lane 0 Lane 2 Lane 0 Lane 0 Lane 2 Lane0 Lane0 Lane3 Debug Lane 2 Lane0 Lane0 Debug Implementation-defined
RX RX RX RX RX X RX RX RX RX

USB 3.1 HTI HTI USB 3.1 HTI HTI Display Display Display Display HS HS Display .
Lane 1 Lane3 Lane | Lane 1 Lane3 Lane | Lanel Lanel Lanel Lanel Debug Debug Lanel Implementation-defined
TX ane ane TX ane ane TX TX TX TX TX TX TX
USB 3.1 USB 3.1 Display Display Display Display HS HS Display
Lane 1 HTI HTI Lane 1 HTI HTI Lane0 LaneO Lane(O Lane0O Debug Debug Lane(O Implementation-defined

RX Lane 4 Lane2 RX Lane4 Lane2 TX TX TX TX RX RX TX

2-Pin 2-Pin 2-Pin 2-Pin 2-Pin 2-Pin Audio 2-Pin Audio
Debug Debug Debug Debug Debug Debug L/R Debug L/R
2-Pin 2-Pin 2-Pin 2-Pin Display Display Audio Display Audio Display
Debug Debug Debug Debug AUX AUX Mic AUX Mic AUX

USB2.0 USB2.0 USB2.0 USB2.0 USB2.0 USB2.0 Implementation-defined

Implementation-defined

* High Speed Trace Interface (MIPI HTISM)
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Debugging through USB Type-C™

A12 At A10 A9 A8 A7 A6 A5 A4 A3 A2

Two main mechanism have o [ s [ mue [ vous [ss01 | o | ov | cor [ veus | mar | mare | oww
been defined: GND | TX2+ | TX2- |VBUS | cc2 | D+ | D- |SBU2 |VBUS | RX1- | RX1+ | GND

B3 B4 B5 B6 B7 B8 B9 B10 B11 B12

1. USB Type-C Debug Accessory Mode

— Using CC voltage level to identify Accessory Modes

B1

- RJ/R, or Ry/R, over CC-pins to identify DFP/UFP
2. MIPI NIDnT defines USB Type-C Debug Alternate Mode

- Using a predefined SVID to switch between different overlay
modes. Similar to VESA® Display Mode. Using a PD VDM

* Configuration Channel (CC)
Power Delivery (PD)

o9
. Vendor Defined Message (VDM) /&
| e S t ' 0 nX Standardized Closed-Chassis Debug Solution for Platform and System Debug Q
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MIPI NIDnT VDM Flow

 Following the USB Type-C PD
communication flow to enter USB gz
alternate modes:
— USB PD OxFF00
— Display Mode OxFFO1
— MHL® OXFF02
— MIPI Debug OxFF03
— HDMI OxFF04

...used for debug overall detection
and configuration
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Standardizing Debug over USB

In-Band Solution

« USB Debug Class - USB.ORG

— In-band debug traffic
— Multiple end-points for debug/ concurrency with functional traffic
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Scaling to USB

USB Device (TS)

Processor Traces

USB3 HW
Controller

Trace

Modem SW Messages Prﬁr‘]ﬂiﬁmg Endpoint A IN

DvC.Trace 1

Bus Processor Traces
Watcher Trace

SW Messages Processing Endpoint B IN DvC.Trace 2
Unit 2

Bus
Watcher

HW Messages DvC.Dfx Data out

U m DvC.Dfx Commands/data in
Controller :

Kernel DvC.GP (Kernel debugger data out)
debugger DvC.GP (Kernel debugger control)

APE Debugger

USB 3.0 Endpoint E IN
Kernel Endpoint E OUT)
Drivers

Application Normal USB ftraffic

Debug Configuration

Debug »< Endpoint 0 USB Enumeration & Debug-Class,
Driver specific Commands

March 3-6, 2019
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Scaling to USB (cont.)

* Need for high-speed link (mainly for tracing)
— USB Debug Class standardized as part of USB3.1 (2015)

General-Purpose Software debug function (e.g., GNU
debugger)
Access to hardware Dfx hooks within the host (e.g., TAP,
Memory access, debug trace, etc.)
DbC.Trace Debug traces

DVC.GP General-Purpose Software debug function (e.g., GNU
debugger)
Access to Dfx hooks within the device (e.g., TAP,
Memory access, debug trace1, etc.)
DvC.Trace Debug traces
Control interface applicable to DxC.Trace, DxC.DfX,
DvC.GP (and optional for DbC.GP)

- | e St ‘ 0 nx Standardized Closed-Chassis Debug Solution for Platform and System Debug
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Debug Control
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USB Debug Class

Debug infrastructure behind one or several USB Endpoints
Attached to a functional or Debug Host

dedicated USB controller ) | 1| e

Supports different USB debug = RESIES ‘

Driver, Driver N
Driver

roles (host/device) [usomwond |
Implementation in HW or SW oo /]

xHCI Capability Capability

Examples: B [

— MSFT Windbg. DbC as a USB3

xHCI debug capability; activated via
USB A-to-A cable
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USB Type-C Debug Accessory Mode

« Defines switching mechanism
— FSM flow defined
— Detection of R /R, or Ry/R, on CC lines

— Definition of orientation (asymmetric R, values or
removing of one R,) o

— Definition of maximal charging current (values of
different R))

Rp3A Rpl.5A
Rpl.5A RpDefault
Rp3A RpDefault
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Prepare Platform for Debug

Aptio Setup Utility - Copuright (C) 2019 American Megatrends, Inc.

Performance

Enr‘e Eig;t ings Enabile/Disable Debug
uper-Threading [Enabled] Interface Support
Intel® Turbo Boost [Enabled) i Aptio
S Setup Utilit

AHUREEE Y - Copyright (C) 2019 American Megatrends, Inc.

Active Processor Cores [ALL]
Real-Time Performance [Enab led
Tuning ! Oebug Settings

To ‘opt-in' for debug,
please select “Enabled
with the desired debug
probe type. Enabling
+H: Salect Screen this BIOS option mayg
Ti: Select Ttem Advanced Debug Settd Platform Debug Consent ter the default value
Enter: Select Disabled ther debug-related
+/-1 Change Opt. Enabled (DCI O0B+[DbC] ) opt ions. Note: DCI
: Gerneral Help Enabled (DCI 0O0B)
"2: FPrevious values Enabled (USBZ DbC) - . P
Optimized Defaults Enabled (USE3 DbC}) e sSoreen
Save 8 Exit Enabled (XDP-/MIFIGO0) ect Item
P Select
Change Opt.
: General Help
i Frevious values
Iptimized Defaultls

Kernel Debug Serial [Legacy UART]
Port

yr-ight | (C) 2019

version 271. Copwright (C

After access is granted (privacy/ security), configure debug infrastructure
and enable interface (e.g. via BIOS)
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Connect USB Debug Cable
Windows Host DbC enumerates
Debug Endpoints visible to debugger
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Bus port topology “blpOblpOblpl 3blpZ”
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File Edit Search View Project Build Debug DCIDebug Tools Window Help
I EEA@S| DWW
¥ Disassembly £
Enter location here
TEST AL, 0x20

0 Memory &
Monitors

@ SRIP

CALL 0x8befdalg
EC EAX

B console

@
o))
o
-
e
[
o)
7p
O
m

C/C
Startagaress:
size: exisce

>> Loaded Image Motification >>>>

uncD
Path: c:/work/projects/skylakervp3/Build/Skylake/DEBUG_MYTOOLS/X64/Build/Uhcd/DEBUG/Uncd. pd

Entrypoint: @xgazib2ce
StartAddress: @xBa74b0ee

>> Loaded Image Notification >>>> PCIPORT

Path: c:/work/projects/skylakervp3/Build/Skylake/DEBUG_MYTOOLS/X64/AniCompatibilityPkg/PCL/ - 3301

(CmasSta |
UARTDbgOut (Buffer, NumberOfByces):

CodeFlags & STATUS CODE USE_ISR_SERTAL) {

5_CODE_USE_S!

9 ¥ X |SRIP:0:8BEFB807 <Heo &3 . 4 New Renderings...

Session 3B  Presentation 2

Breaking It! - Validation & Characterization

Address 1 2 3 s
000000R0BBET 5600
000000008BEFEE10
00B000ROBBEFEE20
09000EROSBEFEE30
90000R0OIBEF 8B40
200000BOBBEF 5850

[E] DClDebugger Trace View &
FilterOFF | | Export
Foramatted GTS MasterlD/ChannellD
00h:00m:225 627.657ms 00017de36115d3s5  M/C=0020:d
00h:00mm:225 634.857ms 00017deS02083ba  M/C=0020:
00h:00m:225 642.055ms 00017debbe2b25... M/C=0020:d
00h:00m:225 649.256ms 00017deB60505d...  M/C=0020:d
00h:00m:225 656.453ms 00017deal6SFbG...  M/C=0020:d
00h:00m:225 663.651ms 00017debe369b...  MiC=0020:d
00h00m:225 670.848ms 00017ded706376...  M/C=0020:d
00h:00m:225 678.050ms 00017defldaT22ed  M/C=0020:d

Summary
InstallProtocollnterface: 2ADBE2D2-2E91-4CD1-95F5-E
InstaliProtocollnterface: 18AD31AB-B443-4D1A-A5C0-
InstallProtocolinterface: 6ATASCFF-E809-4F70-BADA-
A 0
InstallProtocollnterface: 6ATAS CFF-ESD9-4F70-BADA-
InstallProtocolinterface: 18A031AB-8443-4D1A-ASCO-
InstallProtocollnterface: GATASCFF-E8D3-4F70-BADA-
InstallProtocollnterface: 18AD31 AB-B443-4D1A-ASCD-{ ™
"

Writable

Smart Insert

SHEFBHER SHEG o
g5 | @ Veb [ TraceDebug
5= Outline | 35 Debug I |6 == 0
4 [€] TraceDebugger [C/C++ Apglication]
4 {E Targetimage [111]
4 Thresd #10 (Suspended : Breakpoint)
= StatusCodeDxe: SerialPortWrite() at basesenialportlib.c:388
o1 AptioVDebugger

@ Debugger Breakpoint View 52 YR | +=0O
@ Line Breakpoint @ BaseSerialPortLib.c [line: 388] [PeiCore @ 0:854381

1 Registers 3
Name Value

# 5 General Registers

Description
General Purpos:
8BEFE807

0

49

ES)

IFD
8065C2A2
8BEFDE20
84308320
84385240

115 GDTLIMIT
i1 GDTBASE
A IDTLMIT

Trace View Process
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Conclusions

 OEMs demand Closed-Chassis Debug and Test

— Lower cost and faster Time to Market
— Use-case focused

« USB Debug provides a comprehensive debug/ test
solutions
— Meets High Bandwidth requirements

— Can be implemented in Hardware or SW (e.g. to setup TRBs) or a
mixture of both

— Ease of use on functional interfaces
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Call to Action

« Adopt, implement and use Closed-Chassis Debug solutions
+ Join the MIPI Debug WG

— Currently participants are SoC, IP, Tools vendors
— Requires MIPI Contributor membership
— Telcos every other Tuesday at 9am pacific time
* 90-120 minutes depending on the agenda
— Three F2F sessions with all MIPI WGs
» Generally meet for 4 days
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Further Information

MIPI Debug WG Public Page

MIPI1 Architecture Overview for Debug
MIP| Debug on Wikipedia

MIPI NIDnT

USB Debug Class

USB Type-C Cable and Connector Spec
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Sources unless otherwise noted

MIPI®

— MIPI Narrow Interface for Debug and Test v1.2
— MIPI Architecture Overview for Debug v1.2

USB
— USB Type-C™ Cable and Connector Specification Revision 1.3
— USB3.1 Debug Class v1.0
Wikipedia
CCBY-SA 3.0
Public domain
Creative Commons
Wikimedia Commons

Intel Corporation
American Megatrends Inc.
Lauterbach GmbH
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